Information Security Policy

The Ministry of State for Federal National Council Affairs (MFNCA) understands the importance of
‘Information and Data Assets’ to its functions. With that in mind, the Ministry works to secure its
data, as well as that of customers, stakeholders, partners, and employees, to ensure its privacy and
protect it against any unauthorised access, disclosure, or loss. The MFNCA seeks to proactively
mitigate the risks that threaten the security of its data and to exercise control over it within the
permissible limits.

To achieve the above objectives, the Ministry takes on the following commitments:
e Effectively implementing information security systems across its operations to ensure the

confidentiality, integrity, and availability of its data assets.

e Designing and implementing information security systems, all while applying international
standards and federal laws that regulate information security.

e Continuously improving information security procedures by assessing risks associated with
its various activities to employees and customers, in addition to developing programmes and
setting objectives to reduce these risks.

e Organising awareness programmes to familiarise employees with information security
requirements.

e Setting controls, procedures, and objectives for information security in line with the
MFNCA’s vision and strategy, with periodic review to ensure continuous improvement.

e Employees and all categories of customers and partners are required to adhere to the

information security policy and to report suspected violations.

The Ministry of State for Federal National Council Affairs and its employees believe that executing
this policy starts with implementing an information security system that meets ISO 27001
specifications. Furthermore, it calls for continuous development and a periodic review of the system
as per approved processes.
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